The Security Policy Company.

Tufin Orchestration Suite

Tufin extends network security to your cloud, accelerating secure application deployment and
revenue growth by empowering network teams with end-to-end visibility, actionable insights,

continuous compliance, and best-in-class automation.

The Tufin platform is comprised of three product tiers: SecureTrack+, SecureChange+ and Enterprise.

About SecureTrack+
SecureTrack+ simplifies network security by enhancing visibility and control for hybrid networks. It streamlines
policy management and improves audit preparation speed by automating policy cleanup.

SecureTrack+ Outcomes

* Identifies risky and unused rules for cleanup to ensure audit readiness and reduced attack surface.
* Provides compliance monitoring for regulations like NERC CIP, PCI DSS, GDPR, and more.

* Enables visualization of your network's rule usage and traffic patterns.

* Generates customized reports and historical policy tracking.

About SecureChange+

SecureChange+ includes everything SecureTrack+ offers, plus firewall rule change and lifecycle management
automation. It simplifies troubleshooting and resolves connectivity issues in hybrid network environments through
accurate topology mapping. It promotes network security, regulatory compliance, and reduces network change
SLAs by swiftly identifying change process risks.

SecureChange+ Outcomes
o* .'...:o} * Manages and automates change management process for network security policies.
*hee s * Automates firewall rule lifecycle, recertification, and optimization to streamline operations.
¢ Enables navigation of network connectivity with efficient troubleshooting.
e Supports continuous compliance by automating risk-aware change design.

About Enterprise

Enterprise includes everything SecureChange+ offers, plus end-to-end network change provisioning, and support
for complex networks integrating NetSec, NetOps, and CloudSec teams. It guarantees business continuity
through a High Availability (HA) platform, provides award-winning follow-the-sun customer support, and ensures
application connectivity across hybrid-network environments.

o0 p O Enterprise Outcomes
* Guarantees critical applications and services remain in operation, through an HA platform.
* Provides zero-touch automation of network changes from request to implementation.
¢ Includes application-centric security policy management.
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Tufin Product Tiers Table

SecureTrack+ SecureChange+ Enterprise
Monitoring
Network health, policy visibility, and change tracking v v v
Reporting
Compliance trends, attestation, and status v v v
Risk reduction cleanup v v v
Continuous audit readiness evaluation v v v
Vulnerability exploitability dashboard v v v
Compliance
Centralized and continuous security policy management v v v
Pre-built compliance technology integrations v v v
Automation
Migration support; server policy cloning v v v
Server and rule decommissioning v v v
Network access request and decommissioning v v
Rule and group modification v v
Automated change provisioning v
Rule lifecycle and ownership
Rule recertification management N v
Topology mapping
Network visibility and "What if" path analysis v v
Target selection and connectivity troubleshooting v v
App-based connectivity management
Application-centric security policy generation v
Application dependency mapping v
Application mapping to firewall rules with owners
Network Resilience
Distributed architecture including remote collectors v v v
High availability redundant multi-node cluster v
Disaster recovery redundant deployment on a remote site v

About Tufin

Tufin provides a single platform for network and cloud security teams to simplify the management of security policies across today’s complex,
multi-vendor hybrid networks. The platform gives some of the largest companies in the world the end-to-end visibility and automation

tools necessary to swiftly provide new access, enable fast and secure application deployment, and ensure continuous compliance and

audit readiness. Tufin’s proven solutions help more than 2,000 customers across industries including healthcare, financial services, utilities,
telecommunications and retail to quickly identify and mitigate network risks. For more information, please visit www.tufin.com.
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