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DETAILS

Vendor Tufin

Price Starts at $33,150 with
appliance and standard.

Contact tufin.com

Features 1.2.8.8.9.¢
Ease of use 2.8.2.8.8 .
Performance 2. 8.0, 8 ¢
Documentation 1.0.8.0.8 ¢
Support 0.8.0.0.0 .4
Value for money * Kk ok ok

OVERALL RATING % % % % %

Strengths One of the strongest, if not
the strongest, tool taking a technolo-
gy-driven approach to GRC.

Weaknesses None that we noted.

Verdict Tufin Orchestration Suite isa
top choice for the technology-driven
approach to GRC and it

is a very strong contender in

any event. We make it our
Recommended product on the tech-
nology-driven side of GRC.
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Tufin
Orchestration Suite

ufin Orchestration Suite is a tool that
_|_ decidedly is on the technical side of

GRC management. There is a marriage
between monitoring application needs and man-
aging communications devices on the network.
The tool — available in the cloud, as a virtual
machine or an on-premise deployment — enables
visibility, analysis and security policy manage-
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ment in the context of monitoring
and managing configuration of com-
munications devices.

Risk is managed in the context
management for firewalls, routers
and load balancers. Changes are tracked and
associated policy is analyzed. The SecureTrack

functionality is charged with this management.
Its core purposes are monitoring configurations
in the context of policies, reporting, optimizing
policy and rule recertification.

SecureChange functionality is in charge of
network change automation. It performs topol-
ogy analysis, proactive risk analysis, verification
and enforcement of security policy.

SecureApp sees security policy from the view-
point of the application. It performs automatic
application discovery, migration and decommis-
sioning. These three functions work together to
perform the functions of the tool. Put simply, this
system monitors the network, communications
devices, applications and policies and ensures that
all of these moving parts are working smoothly
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and in compliance with policies and regulatory
requirements. At the same time, it provides full
audit, compliance and risk management from the
perspective of flows and configurations.

We entered the system through SecureTrack.
The look and feel of this product is an inter-
esting and effective mix of the familiar Micro-
soft-style tree on the left-hand side and typical
dashboard landing pages in the right-hand
frame. SecureTrack gathers information from all
devices and performs discovery. The drill-down
is, as one would expect, excellent. One nice
feature of this module is cleanup. This function
ensures that there is no superfluous information,
configurations or policies on the enterprise.

Rule creation is simple and there is a complete
audit trail and revision history. Query building
is straightforward and queries can be saved and
used to build reports. We liked the rules and
the fact that policies are generated.

Tufin’s support and website are very good. This
is a system that has spent years gaining maturity
and its pedigree shows. While it appears to be
focused on managing communications devices,
that is just the beginning. As it ties devices and
apps together along with policies and superi-
or reporting and policy management, this is a
fine tool for those who want to take a technical
approach to GRC. For everyone else, it certainly
is worth a very close look given the state of today’s
threatscape and its impact on the business.

tufin

67 East Park Place, Suite 740, Morristown, NJ 07960 USA
Tel: 1-877-270-7711
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